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Virtual private networking
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Installing VPN policies from 
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With virtual private networking (VPN), you can create 
encrypted connections to information you need while 
away from the office. You are in touch and in control with 
encrypted access to your enterprise network for email, 
database applications, and intranet.

Remote network traffic needs to be protected. Your 
company might use a VPN to tunnel network traffic and 
apply appropriate security policies. A VPN helps provide 
network transactions with privacy and integrity and 
allows users to be authenticated and authorized for 
access to networks and network services.

To create a VPN, a gateway and the device authenticate 
each other and negotiate encryption and authentication 
algorithms to help protect the privacy and integrity of the 
information that you access.

Managing virtual private 
networking
To use VPN connections, you first create VPN access 
points, and then select VPN access points when you use 
applications to connect to the enterprise. A VPN 
connection is created to the enterprise network over 
another type of Internet access point connection. The 
connection is created and encrypted according to a VPN 

policy that is loaded when you
point.
To use virtual private networ
1 Install VPN client.

For more information, see “
page 5.

2 Specify a connection to a V
You can specify settings fo
management or install the s
installation system (SIS) fi
For more information, see “
servers” on page 8.

Note: If you in
files, you do no
to VPN policy s

3 Install VPN policies from th
For more information, see “
VPN policy servers” on pag

4 Create VPN access points.
VPN access points specify a
a VPN policy.

Note: VPN acce
policies with In
you synchronise
first time, matc
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N client reserves 900 K of 
r on a memory card. Each VPN 
 from 1 K to 16 K of memory on 

 policies
ethod that VPN client and a VPN 

icate each other and the 
at they use to help protect the 
ta. Administrators create VPN 
on VPN policy servers or deliver 
. You install VPN policies from a 
 management.

olicies from VPN 

 can install VPN policies from a 

cy servers are servers on the 
work that contain VPN policies.

 panel > Connections > VPN 

anagement prompts you to 

d VPN policy servers.
Copyr

created for each policy that you install on the 
device.

For more information about creating and selecting VPN 
access points, see “Managing VPN access points” on 
page 11.

5 Select a VPN access point when you use applications to 
connect to the enterprise network.
For more information, see “Using VPN with 
applications” on page 13.
A VPN connection is created on top of the Internet 
access point connection.

Installing VPN client
You receive VPN client as a standard SIS file. You install 
VPN client on a device in the same way that you install 
other software. For more information about how to install 
software on a device, see the documentation of the device.

You do not need the VPN client SIS file after the 
installation. Delete the SIS file to release memory.

System requirements
You can install VPN client on a memory card or on device 
memory. The memory card must be in the device for VPN 
client to work.

During the installation of VPN client, you need at least 1.5 
MB of memory in the device.

After the installation, VP
memory on the device o
policy typically requires
the device.

Managing VPN
VPN policies define the m
gateway use to authent
encryption algorithms th
confidentiality of the da
policies and store them 
them to you as SIS files
VPN policy server in VPN

Installing VPN p
policy servers
In VPN management, you
VPN policy server.

Tip! VPN poli
enterprise net

To install VPN policies
1 Go to Tools > Control

management.
2 Press Yes when VPN m

install VPN policies.
3 Press Yes again to ad
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4 Specify settings for connecting to a VPN policy server 
and press Done.

Note: If you press Cancel, VPN policies are not 
installed. Select Install to install VPN policies 

 server.

es from SIS files
 policies to you as SIS files. 
 SIS files, you do not have 

policy servers. After you 
eate VPN access points and 
s.

ate keys and corresponding 
fine key import passwords 
s. Administrators should use 
 key import password to 

assword helps protect the 
N policy file.

IS files, type the key import 
s OK. Then type the key store 
ss OK.

s
iew, update, and delete the 
n a device.

lect a VPN policy and press 
n.
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For more information, see “Connecting to VPN policy 
servers” on page 8.

5 Press Yes to synchronise the VPN policy server.
6 Create a key store password and press OK.

Tip! A key store password helps protect 
private keys in VPN policies and VPN policy 
server connections from unauthorized use.

For more information, see “Creating or changing a key 
store password” on page 13.
The device connects to the VPN policy server.

7 Verify the identity code of the VPN policy server and 
key in the missing characters to establish trust 
between the device and the VPN policy server and 
press OK.
You can skip this step if you install the settings for the 
VPN policy server from a SIS file.

Tip! A VPN policy server identity code is the 
fingerprint of the VPN policy server 
certificate, which identifies the certificate.

For more information, see “Adding VPN policy servers” 
on page 9.

8 Key in authentication information to access the VPN 
policy server and press OK.
Administrators tell you what information to key in.

VPN policies are installed on the device.

from a VPN policy

Installing VPN polici
Administrators can deliver VPN
If you install VPN policies from
to define connections to VPN 
install VPN policies, you can cr
associate them to application

If the VPN policies contain priv
certificates, administrators de
to help protect the private key
a secure method to deliver the
you.

Tip! A key import p
private keys in a VP

To install VPN policies from S
password in Password and pres
password in Password and pre

Viewing VPN policie
In VPN management, you can v
VPN policies that you install o

To view VPN policy details, se
Open to view more informatio
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cess points to activate the VPN 

 access point — you must associate 
PN access point to activate the 

PN policy details view is not 
the policy status changes while 
pen.

e status
e the following values:

certificate is available in the 
 certificates to authenticate to 

 or more certificates has ended. 
PN connection, update the VPN 
ificates.

f the required certificates cannot 
If you cannot create a VPN 
e the VPN policy to enroll new 

re certificates are for future use. 
an that the date and time on the 
, time zones are not set correctly, 
etting is turned on.

cy, press Delete. 

y details, press Close.
Copyr

Scroll to view the following information about each VPN 
policy:
• Description shows additional information about the 

VPN policy. The description is read from the VPN policy. 
Administrators define the description when they create 
the VPN policy.

• Policy status indicates whether the VPN policy is ready 
to use or not or whether it is already in use.

• Certificate status indicates whether valid user 
certificates are available in the device.

• Policy name shows the name of the VPN policy. 
Administrators define the name when they create the 
VPN policy.

• Policy server name shows the name of the VPN policy 
server from where you installed the VPN policy. You 
give names to VPN policy servers when you define 
connections to VPN policy servers. This field is hidden 
if you installed the VPN policy from a SIS file.

• Updated shows the date when the VPN policy was last 
updated from the VPN policy server. This field is hidden 
if you installed the VPN policy from a SIS file.

Checking policy status
Policy status can have the following values:

Active — you created a connection to a VPN access point 
that is associated with the VPN policy. When you create a 
connection, the VPN policy is activated.

Associated with a VPN access point — you associated the VPN 
policy with one or several VPN access points. You can 

select any of the VPN ac
policy.

Not associated with a VPN
the VPN policy with a V
VPN policy.

Note: The V
refreshed if 
the view is o

Checking certificat
Certificate status can hav

OK — at least one valid 
device or you do not use
VPN gateways.

Expired — lifetime of one
If you cannot create a V
policy to enroll new cert

Missing — One or more o
be found on the device. 
connection, try to updat
certificates.

Not yet valid — one or mo
This value might also me
device are set in the past
or the daylight-saving s

To delete the VPN poli

To close the VPN polic
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Updating VPN policies You cannot use a VPN access point if you delete the VPN 
policy that is associated with it.

licy servers
l VPN policies from VPN 
te a connection to a VPN 
cts to the VPN policy server 
PN policy that is associated 
 update all VPN policies, 
s with the device.

olicy servers
 from a VPN policy server, 
 between the device and the 
e trust relationship, you 
licy server and the VPN 

te you.

thenticates you, VPN client 
rolls a corresponding 
 key and certificate are 
vice. The certificate 
policy server. 

can deliver to you a SIS file 
s that specify a connection 

er or you can add the VPN 
 management.
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When you create a connection to a VPN access point, VPN 
client checks the status of the VPN policy that is 
associated with the VPN access point from the VPN policy 
server. If administrators created a new version of the VPN 
policy, the new version is installed on the device. If 
administrators deleted the VPN policy from the VPN policy 
server, the VPN policy is removed from the device. 

Changes become effective the next time you create a 
connection to the VPN access point, so they do not affect 
the current VPN connection.

You can also update a VPN policy in VPN management.

To update a VPN policy, select a VPN policy and press 
Update. VPN client checks the status of the VPN policy 
from the VPN policy server.

Deleting VPN policies
VPN policies are deleted automatically after 
administrators delete them from the VPN policy server 
when you update a VPN policy or synchronise the VPN 
policy server.

If you delete a VPN policy in VPN management that still 
exists on the VPN policy server, the VPN policy is installed 
again when you synchronise VPN policies from the VPN 
policy server.

To delete a VPN policy, select the VPN policy, and press 
Ctrl + D. 

Managing VPN po
In Policy servers, you can instal
policy servers. When you crea
access point, the device conne
to automatically update the V
with the VPN access point. To
synchronise VPN policy server

Connecting to VPN p
When you install VPN policies
you create a trust relationship
VPN policy server. To create th
must authenticate the VPN po
policy server must authentica

After the VPN policy server au
generates a private key and en
certificate for you. The private
stored in a key store on the de
authenticates you to the VPN 

Tip! Administrators 
that contains setting
to a VPN policy serv
policy server in VPN
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ck and complete the VPN policy 
 VPN client verifies it.

ication, VPN client enrolls a 
 policy server for subsequent 
N policy server.

rver, press New. Key in the 

ou can choose any name, but it 
N policy servers.
 empty, Policy server address is 
 
e appears in the VPN policy 

 title bar of the VPN policy server 

 host name or IP address of the 
install VPN policies from. You can 
mber, separated with a colon (:).
y server address from 

  Internet access point used to 
policy server.
ou which access point to select.

from the VPN policy server, 
agement prompts you to 

cy server. 

ising means that VPN client 
VPN policy server to check for 
Copyr

Installing settings from SIS files
You can install VPN policy server settings on the VPN 
policy server from a SIS file. You install the settings on a 
device in the same way that you install other software.

The settings consist of the address and server certificate of 
the VPN policy server. The server certificate makes the 
device trust the VPN policy server, so you only need to 
present a user name and password to prove your identity.

The SIS file does not contain settings for the Internet 
access point to connect to the VPN policy server. To specify 
the Internet access point, edit VPN policy server settings. 
You can also select the Internet access point when you 
connect to the VPN policy server.

If administrators do not sign the SIS file, a security 
warning is displayed when you install the SIS file. You can 
ignore the warning if you can be sure that you received the 
SIS file from administrators.

You must exit VPN management before you install the 
settings from a SIS file or installation fails.

Adding VPN policy servers
In Policy servers, you can specify settings for a VPN policy 
server if you do not install the settings from a SIS file.

When you connect to the VPN policy server address for the 
first time, the device does not trust the VPN policy server, 
so you must authenticate the VPN policy server. You 
receive a VPN policy server identity code from 

administrators. You che
server identity code and

After successful authent
certificate from the VPN
authentication to the VP

To add a VPN policy se
following settings:
• Policy server name — y

must be unique in VP
If you leave this field
inserted in this field.
The policy server nam
server list and on the
settings dialog.

• Policy server address —
VPN policy server to 
also specify a port nu
You receive the polic
administrators.

• Internet access point —
connect to this VPN 
Administrators tell y

To install VPN policies 
press Yes when VPN man
sychronise the VPN poli

Tip! Synchron
connects to a 
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new, updated, or removed VPN policies and installs the 
VPN policies on the device.

Tip! Enrolling a certificate means sending a 
certification request to a certification authority 

ificate.

s points and associate them 

ervers
dit, synchronise, and delete 

gs for a VPN policy server, 
nd press Edit to change:
for the policy server. Policy 
e.

rnet access point used to 
 server.
oint that is associated with 
net access point shows the 
leted all access points, VPN 
he settings.

r address after you install 
icy server, because the VPN 
 to VPN management during 

ver, press Delete.

ne.

w without saving your 
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When you connect to the VPN policy server address for 
the first time, the VPN policy server is not trusted, so you 
must authenticate the VPN policy server. You receive a 
VPN policy server identity code from administrators.

To verify the identity of the VPN policy server, carefully 
compare the VPN policy server identity code in the VPN 
policy server identity code dialog with the code that you 
receive from administrators, key in the missing characters 
in Missing characters, and press OK.

Note: If you install VPN policy server settings 
from a SIS file, you do not have to verify VPN 
server identity and this view never appears.

To authenticate to the VPN policy server, key in your 
user name in Policy server user name and password in Policy 
server password and press OK in the VPN policy server 
authentication dialog.

Administrators tell you the user name and password to 
key in.

Tip! A policy server user name and password 
help protect the VPN policy server from 
unauthorized access.

VPN client enrolls a certificate for subsequent 
authentication to the VPN policy server and installs VPN 
policies on the device.

and receiving a cert

You can now create VPN acces
with applications.

Editing VPN policy s
In Policy servers, you can view, e
VPN policy servers.

To view or change the settin
select the VPN policy server a
• Policy server name — name 

servers shows the new nam
• Internet access point — Inte

connect to this VPN policy
If you deleted the access p
the VPN policy server, Inter
text (not selected). If you de
management cannot save t

You cannot change Policy serve
VPN policies from the VPN pol
policy server sends the address
the first connection.

To delete the VPN policy ser

To save the settings, press Do

Tip! To close the vie
changes, press Esc.
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t and the corresponding 
entity of the user. Depending on 

nfiguration, the VPN policy server 
sed as the user identity in VPN 
t possible, VPN management asks 
ou for a particular domain. 

hat information to key in.

 requests, in the VPN user identity 
icate user identity for the 
 identity and press OK.

licy servers
 server, select the VPN policy 
. 

u to confirm the deletion of the 
talled from the VPN policy server.

 access points
irtual access point that combines 
rnet access point. Select a VPN 

access point lists to create a VPN 

 can view, create, and delete VPN 
ice. Go to Tools > Control panel > 
 points. An icon indicates the type 
on over which the VPN 
Copyr

Synchronising VPN policy servers
To install and update policies from the VPN policy 
server, select a VPN policy server and press Synchronise. 
VPN client connects to the VPN policy server to check 
whether administrators added, updated, or deleted VPN 
policies.

If the VPN policy server contains new VPN policies or new 
versions of VPN policies, the VPN policies are installed on 
the device. If administrators deleted VPN policies from the 
VPN policy server, the VPN policies are removed from the 
device.

Note: When you synchronise a VPN policy 
server for the first time, matching VPN access 
points are created for each policy that you 
install on the device. VPN access points 
combine VPN policies with Internet access 
points.

When you connect to a VPN policy server to install or 
update VPN policies, you might need to enroll VPN 
certificates from the VPN policy server.

Enrolling VPN certificates
VPN client creates a certification request for each required 
certificate and sends the request to the VPN policy server. 
The VPN policy server enrolls each requested certificate 
from a certification authority and returns it to VPN client.

The certification reques
certificate contain the id
the VPN policy server co
user identity might be u
certificates. If this is no
the user identity from y
Administrators tell you w

To create certification
dialog, key in your certif
specified domain in User

Deleting VPN po
To delete a VPN policy
server and press Ctrl + D

VPN management asks yo
VPN policies that you ins

Managing VPN
A VPN access point is a v
a VPN policy and an Inte
access point in Internet 
connection.

In VPN access points, you
access points on the dev
Connections > VPN access
of the Internet connecti
connection is created.



ki
ng

12

To create VPN access points, press New. In General 
settings, key in the following settings:

• Proxy protocol — protocol that the proxy server uses.
• Use proxy server — select Yes to specify settings for a 

ise network.
 proxy server in the 

r to connect to the proxy 

resses to bypass the proxy 

point settings, select a VPN 

, select a VPN access point 

ne.

w without saving your 

log
ges that are recorded when 

PN policies and use VPN 
nnections to VPN gateways.

log messages. You can view 
en each message is 

f the log message.

g, and  information.

ssage, press Open.
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• VPN access point name — identifies the VPN access 
point in Internet access point lists.

• Internet access point — name of the Internet connection 
over which the VPN connection is created.

• VPN policy — name of the VPN policy that is associated 
with the VPN access point.

• Network — identifies the VPN network.
You must select a different network than the network 
for the Internet access point.

Note: If you create VPN connections to 
several VPN gateways, create separate 
networks for connecting to each VPN 
gateway.

To select a network, go to Network and press Change:
• Select a network and press OK.
• To add a network, press New network, key in a name 

for the network in Network name, and press OK.
• To rename a network, press Rename network, change 

the network name in Network name, and press OK.

To specify settings for a proxy server in the enterprise 
network, go to Proxy settings and key in the following 
settings:

Note: A proxy server is an intermediate server 
that acts as a security barrier between an 
intranet and the Internet. Administrators tell 
you the appropriate settings.

proxy server in the enterpr
• Proxy server — address of a

enterprise network.
• Port number — port numbe

server.
• No proxy for — Internet add

server for particular sites.

To view and edit VPN access 
access point and press Edit.

To delete a VPN access point
and press Ctrl + D.

To save the settings, press Do

Tip! To close the vie
changes, press Esc.

Viewing the VPN 
The VPN log contains log messa
you update and synchronise V
access points to create VPN co

In Log, you can view and clear 
the message type, the time wh
recorded, and the beginning o

 indicates error,  warnin

To view the complete log me
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re password must be at least six 
g and can contain letters, 

 special characters.

e password, press Change 

s easy for you to remember but 
 to guess in Password. To avoid 
 password again in Confirm and 

re passwords
store password when you:
d VPN policies from VPN policy 

onnect to VPN access points that 
thentication.

h applications
ation to create a connection to a 
vice:

rnet access point that is 
VPN access point.
 that is associated with the VPN 

ateway to create a VPN 
Copyr

Log sorts log messages by the time and date when they are 
recorded, most recent messages first. You can view 
messages up to the time when you opened Log.

To view the most recent log messages, press Refresh.

Log messages can contain error, status, and reason codes. 
Report the codes to administrators when you report errors.

To delete all log messages from the log, press Clear log.

Log messages are recorded to a circular buffer. When the 
log size reaches 20 kilobytes, new log messages are written 
on top of the oldest log messages.

Key store passwords
In Password, you can create or change a key store 
password. A key store password helps protect private keys 
in the device and VPN policy server connections from 
unauthorized use. 

Creating or changing a key store 
password
You create a key store password when you install the first 
VPN policy. Create key store passwords that are long and 
difficult enough to help protect the information in the 
device. If the key store password is broken, the enterprise 
network might be exposed to unauthorised access.

Tip! A key sto
characters lon
numbers, and

To change the key stor
password.

Key in a password that i
difficult for anyone else
typing errors, key in the
press OK.

Entering key sto
You must enter the key 
• Install new or update

servers.
• Use applications to c

require certificate au

Using VPN wit
When you use an applic
VPN access point, the de
• Connects to the Inte

associated with the 
• Loads the VPN policy

access point.
• Connects to a VPN g

connection.
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Authenticating to VPN gateways If the SecurID token has become out of synchronisation 
with the time clock of the ACE/Server, you are prompted 

 ACE/Server uses as a new 
 the token. Key in your VPN 
enerate and key in a new 
 press OK. If this fails, 

es in alphabetical order, 
of the errors, and suggests 
rors.

r name or password when 
 policy server or log on to a 

ode when you are prompted 

 password and try again.
code.

iled. Enter policy server user 

tes you to the VPN policy 
rs revoke the certificate.
Vi
rt

ua
l p

riv
at

e 
ne

tw
or

Copyright © 2005 Nokia. All rights reserved. 

You need to prove your identity when you log on to the 
enterprise VPN. The VPN policy determines the 
authentication method that you use:
• Certificate-based authentication — you must have a 

certificate that a trusted certification authority signs. 
You use online certificate enrollment to obtain the 
certificate or you install certificates when you install 
the VPN policy from a SIS file.

• Legacy authentication — you use user names and 
passwords or passcodes to authenticate. 
Administrators create the user names and passwords 
or give you SecurID tokens to generate the passcodes.

If you use certificates for authentication, enter the key 
store password.

If you use legacy authentication, key in VPN 
authentication information when you use applications to 
connect to VPN access points and the device negotiates 
encrypted connections with the VPN gateway.

To use usernames and passwords to authenticate to a 
VPN gateway, key in your VPN user name in VPN user 
name and VPN password in VPN password. Press OK.

To use usernames and passcodes to authenticate to a 
VPN gateway, key in your VPN user name in VPN user 
name. Generate a SecurID passcode and key in it in VPN 
passcode. Press OK.

for the next passcode that the
reference for the time base of
user name in VPN user name. G
passcode in Next passcode and
contact administrators.

Troubleshooting
This section lists error messag
describes the possible causes 
actions to recover from the er

Authentication failed.
• You key in an incorrect use

you authenticate to a VPN
VPN.

• You key in the wrong passc
for the Next passcode.

Try the following solutions:
• Check your user name and
• Generate and key in a pass

Automatic policy server logon fa
name and password to continue.

The certificate that authentica
server expires or administrato
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elete and re-create the server 

 the VPN policy server expires.

cy server, select the VPN policy 
d press Ctrl + D. 

server again, press New, or ask 
IS file that contains new settings 
r.

PN log for details.

ion failed. See VPN log for details.

N policies are downloaded from 
 installed on the device.

, select a VPN policy in Policies 

 the VPN policy server, select a 
cy servers and press Synchronise.

rrect.

string when you are prompted to 
rver identity code.

rver identity code carefully 
u receive from administrators and 
cters again.

 failed. See VPN log for details.
Copyr

Report this error to administrators, who give you a one-
time password for logon. Key in the user name and one-
time password to authenticate to the VPN policy server. 
VPN client enrolls a new certificate for you.

Automatic policy server logon failed. See VPN log for details.

The validity period of the certificate that authenticates you 
to the VPN policy server has not begun yet.

Check the date and time settings or wait until the validity 
period of the certificate begins.

Crypto library is too weak.

If the cryptographic library that is installed on the device 
is too weak, you cannot use VPN connections.

Contact administrators.

Incorrect password.

You key in an incorrect key store password or key import 
password.

Check the password and try again.

You receive the key import password from administrators. 
You create the key store password yourself.

Policy server is currently in use. Unable to delete.

You cannot delete a VPN policy server while you update 
VPN policies from the server. If you use an application that 
creates a connection to a VPN access point, VPN policies 
are automatically updated.

Wait until VPN policy update finishes and try again.

Policy server logon failed. D
definition.

The server certificate of

To delete the VPN poli
server in Policy servers an

To add the VPN policy 
the administrator for a S
for the VPN policy serve

Policy update failed. See V

Policy server synchronisat

An error occurs while VP
the VPN policy server or

To update a VPN policy
and press Update.

To install policies from
VPN policy server in Poli

Server identity code is inco

You key in an incorrect 
key in the VPN policy se

Check the VPN policy se
against the code that yo
key in the missing chara

VPN connection activation
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Legacy authentication failed or the certificate that you 
use to authenticate to the VPN gateway is missing, 
Vi
rt

ua
l p

riv
at

e 
ne

tw
or
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expired, or its validity period has not begun yet.

Check the date and time settings on the device.

To update a VPN policy, select a VPN policy in Policies 
and press Update.

VPN policy in use has been deleted. Try reconfiguring the 
internet access point.

The VPN policy that was associated with the VPN access 
point became obsolete and was deleted automatically.

To associate another VPN policy with the VPN access 
point, in VPN access points, select the VPN access point, 
and press Edit.
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